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How to register your application in the Azure portal

for calling Microsoft Graph API?

To register your application and add the app's registration information to

your solution, follow these steps:

1. Signin to the Azure portal.

Note: Please log in with an administrator account.

IS C @ portalarecom/#home B & O & :

Welcome to Azure!

Dan't have a subscription? Check out the following options

¥ A

Access student benefits
dit, o

security  Get free software, Azure

ure products and services,
for Teaching after you

2. If you have access to multiple tenants, use the Directories + subscriptions

filter in the top menu to switch to the tenant in which you want to register

the application. If you only have one tenant, please skip to the next step.

fabianzimbalev@crmad... g

CRMADDON.COM (TEAMS.... @

i h , services, and d + B & @ gz fabianzimbalev@amad.. g
—— T . D

Portal settings | Directories + subscriptions

ch menu All services and resources across the Azure portal will inherit the selection from basic filtering. Your selection will also be saved and reloaded the next time you sign in or reload the Azure portal

Advanced filters Ol

Switching directories will reload the portal. The directory you choose will impact the subscription, resc up, 3 the portal. d =
Current directory | : crmaddon.com (teams.crmaddon.com) Startup directory (0 Last visited
Favorites  All Directories

Directory name 14 Domain 1y Ditectory ID Ty

¥t crmaddon.com @ current teams.crmaddon.com
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3. Click the portal menu button = in the upper-left corner and select Azure

Active Directory.

—+ Create a resource
‘ﬁ Home
Dashboard

= All services

% FAVORITES

Il resources
[##) Resource groups
@ App Services
<> Function App
ﬁ SQL databases
& Azure Cosmos DB
K3 virtual machines
@ Load balancers
= Storage accounts

4> Virtual networks

[ Q Azure Active Directory ]

@ Monitor
Q Advisor

0 Microsoft Defender for
Cloud

(. Cost Management + Billing

£ Help + support

4. Under Manage, select App registrations > New registration.

it Lk ol

Home > crmaddon.com

g2 crmaddon.com | App registrations X
W pzure Active Directory
@ Overview -

B8 Preview features

x
@ 5tariing June 30th, 2020 we vl no longer add any new feat inue to provide techrical support and security updtes but we

Azure Active Directory Authentication Library (ADAL} and Azure AD Graph. We will c

3. Disgross sexl solve probiems will 0 langer provide feature updates. Applications will need 1o be upgraded to Miciosoft Authentication Library (MSAL) and Microsoft Graph. Leam more
Manage
All applications  Owned applications  Deleted applications
& users tatirs bty
2 Groups D start typing a display name or application (client) ID to fil i Add filters

2 applications found
&, Roles and administrators .

Display name Application (client) 10 Created on Ty Certificates & secrets
& Administrative units
PR —— ™ pram—
B Enterprise applications
lesting 5 31472022 @ Current
Cl Devices
 App registrations
& denti emance

B application proxy
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5. Enter a Name for your application, for example our-App-calling-MsGraph.
Users of your app might see this name, and you can change it later.
6. In the Supported account types section, select Accounts in this

organizational directory only (@yourDirectoryName only - Single tenant).

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > crmaddon.com >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Our-App-calling-MsGraph v

Supported account types

‘Who can use this application or access this API?
@ Accounts in this organizational directory only (crmaddon.com only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

7. Select Register to create the application, and then record the Application

(client) ID for use in a later step.

e

Home > crmaddon.com

o Our-App-calling-MsGraph =

O Search (Ctrl+/) ¢ [l Delete &P Endpoints B Preview features
B overview

A Essentials
& Quickstart

alling-MsGraph Client credentials : Add a certificate or secret

# Integration assistant

ef—fdfc'4&3?94\1:165:1996]4013I Redir URIs

Manage 122aded6-aft4-4af8-a614-6c92045bea27 Application ID URI

B Branding & properties 55f-5966-49f3-85f3-819a14f556d1 Managed application in L. : Qur-A

zation only
D Authentication tion only
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8. Under Manage, select Authentication.

Bl SN  E)

Home > crmaddon.com >

i Our-App-calling-MsGraph =

O Search (Ctrl+/) « ] pelete & Endpoints Preview features

B Overview
A Essentials

& Quickstart
) Display name : Our-App-calling-MsGraph
#" Integration assistant
Application (client) ID @ b77f53ef-fdcc-4a8¢-94dc-e66d9963401a
Manage Object ID : 122a4ed6-aff4-4af8-2614-6c92045bea2?
B2 Branding & properties Directory (tenant) ID : 7738a55f-5966-49f8-85(3-819a14f556d1
[ 2 Authentication ] Supported account types : My organization only

Certificates & secrets
@ Welcome to the new and improved App registrations. Looking to leam h

{ll Token configuration

9. Select Add a platform > Mobile and desktop applications.

it Lk ol

Home

crmaddon.com

crmaddon.com | App registrations 2 x

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we

@ Overview

B8 Preview features

¥ Diacyross and solve problems will o longer provide feature updates. Applications will ieed 10 be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more
Manage
All applications ~ Owned applications  Deleted applications
& Users —_—
& Groups © Start typing a display name or application (client) 1D to filter these r F Add filters
2 applications found
& Roles and administrators e
Display name T Application (client) 1D Created on Ty Certificates & secrets
& Administrative units
2 bf 4/2/2022
B Enterprise applications
847 = 3/14/2022 @ Curent

o

B Application praxy

10. Under Redirect URIs, select

https://login.microsoftonline.com/common/ocauth2/nativeclient.

Configure Desktop + devices b

< All platforms Quickstart  Docs!

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. The redirect URI you send in the request to the login

- server should match one listed here. Also referred to as reply URLs. Learn more about
Redirect URIs and their restrictions !

https://login.microsoftonline.com/common/oauth2/nativeclient Hj ]
D https://login.live.com/oauth20_desktop.srf (LiveSDK) |E
[ msalb77f53ef-fdcc-4a8c-04dc-e66d9963401a://auth (MSAL only) [

11. Select Configure.
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Lo e e

) Our-App-calling-MsGraph | Authentication = - %

o A7 Got feadback?

B overview N
Platform configurations
& Quickstart

additional configuration may be required such as
he platform

i Depending on the platform or d s application
B Ttelpaton demtal redirect URIs, specific authentication settings. or fields sp

Manage + add aplatiorm

~ Mobile and desktop applications Quickstart g W

Redirect URIs

The URIs we will accept as destinations when returning authenticatio
request te the login server should match one listed here. Alse referred to as reply URL

B repsusiogin com/co veclient [y
vesDk) [y

[T msalb77ts3et-fdcc-4asc-94dc-e66d996340Lau//auth [MSAL only) [y

& APl permissions

@ Expose an APL

[ httpsiiriogin.live.com/oauth20_desktop.sri (i
B App roles =

& Owners

& Roles and administrators

12. Drag the vertical scroll bar to the bottom of this page, under
Advance settings, set Enable the following mobile and desktop

flows to Yes.

SN e e

) Our-App-calling-MsGraph | Authentication % - X

) £ Got feedback?
B Overview
& Quickstart Supported account types
M pigraton st ‘Who can use this application or access this API?
Mansge (®) Accounts in this organizational e Single tenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant)
B Branding & pr
D authentication Help me decide.
Certificates & secrets
] SPp— %
1l Token configuration mporary differes iend enabling persanal
unls, You €3N 60 50 Using
& APl permissions editor. Leam mare about
@ Expose an APL
B App roles Advanced settings
B Owners Allow public client flows
& Roles and Enable the following mobile and desktop flows:
+ App collects plaintext password (Re: wner Password Credential Flow) Leam
s * No keyboard (Device C: oC
Support ¥ Troubleskaoting + 550 for domain-joined Wi ows Integrated Auth Flow) Learn mare
& Troubleshooting -

Discard

13. Select Save.
14. Under Manage, select API permission.

15. Select Add a permission > Microsoft Graph.
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S

Graph Request API permissions x
= Our-App-calling-MsGraph | AP permissions  »

Ho:

Select an API

D Refresh /37 Got feedback?

Microsoft APl APIs my organization uses My APls

B Overview

& Quickstart

# Integration assistant

Manage

B randing & properties

D Authentication
Centificates & secrets

I Token configuration

APl permissions

@ Expose an API

App roles
B Owners
& Roles and administrators

W manifest

@ The“Admin consent required column shows the defoult value for¢
organizations where this app will be used. 0 T

Configured permissions

d 1o call Al

when they are granted permis

AP/ Permissions name Type Description

UserResd Delegated  Sign in and read

To view and manage permissians and user consent, try Enterprise apf

Commonly used Microsoft APls

Microsoft Graph

single endpoint,

Access Azure AD, Excel, Intune, Qutiook/Exchange, OneDrive, OneNate, Sharefaint, Flanner, and more thiough a

—
/!!‘\ Take acvantage o thetremendous amountofdats i Office 365, Enerpris Mobilty = Secuty, and Windows 1.

Azure Communication
& Services

mmunication experiences with
me secure CP2as platform used
crosoft Teams

FLN

g Azure DevOps

Integrate with Azure
DevOps server

Data Export Service for
365

Programmatic access to much of the
functionality available through
the Azure portal

Export data from Microsoft Dynamics
CRM organization to an extermat
destination

Azure Rights Management
Services

Alow validated users to read and write
protected content

Dynamics 365 Business
Central
Programmatic access ta data and
functionality in Dynamics 365 Business
Central

16. Select Delegated permissions.

Request API permissions X

< All APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs !

What type of permissions does your application require?

Delegated permissions Application permissions
Your application runs as a background service or daemon without a

signed-in user.

Your application needs to access the API as the signed-in user.

17. Search for onlineMeetings.ReadWrite and select
OnlineMeetings.ReadWrite.

18. Select Add permissions.
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Request API permissions X

CAll APIs

@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

L OnlineMeetings.ReadWrite b4

ﬂ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission,
user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Permission Admin consent required

' OnlineMeetings (1)

. OnlineMeetings.ReadWrite (0

Read and create user's online meetings

19. Select Add a permission > Microsoft Graph > Delegated
permissions, search for Mail.sSend and select Mail.Send, select Add

permissions.

B o e e

Ap fsGraph Request API permissions %
= Our-App-calling-MsGraph | API permissions

CAll APIs

O Refresh /&7 Got feedback?

® Microsoft Graph

Itps://graph.micra

B Overview

A\ Youere editing permission(s) to your application, users will have 1o What type of permissions does your application require?

& Quickstart
Delegated permissions ion permissions
& Integration assistant Vour application needs to access the APl s the signed-in user. n runs as a background service or daemen without a
o @ me column shows fori
lanage Grganizations where this app will be uses, Leam more
B Branding & properties Sefect persOnS sl
D authentication Configured permissions

Applications are authorized to
allthe permissions the applicat

APIs when they are granted perm
needs. Learn more about permissii

Certificates & secrets

" . X
1l Token configuration @ The “Admin consent requited” colutn shows the default value for an organization. However, user consent can be customized per
= permission, user, or apg. This column may nat refiect the valua in your organization, of in izations whese this zpp will be
& APl permissions used. Learn mote
FEp— AP1/ Permissions name Type Description
B App roles ' Graph (2) Permission Admin consent required
- Onlinghlectings fleagWrte  Delegated  Read and create
B Owne: = N Mal (1)
& Roles and administrators Userfieod Delegated  Sign in and read
WMailSend ) .
B Manifest L o
To view and manage permissions and user consent, e
Support + Troubleshoating O Ne =

£* Troubleshooting

B New support request
Discard_|

-
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20. Select Add a permission > Microsoft Graph > Delegated
permissions, search for Calendars.ReadiWrite and select
Calendars.ReadWrite, select Add permissions.

21. [Important] Please notify the administrator of your Azure portal
select Grant admin consent for @yourDirectoryName to grant

these permissions as default.

= Microsoft Azure P Search resources, sen

vices, and docs (G+/)

- Act! Addon Teamsintegration | AP permissions  # - %
0 ) Refresh /27 Got feedback?
B o
“ .
A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. Agd MPN ID to verify publisher
Manage .
e e s the etaultvalu for an organization, Howeves,user consent can be customized per pesmision, user, or 3pp. Tis columin may not reflect the value in your arganization, or

quired” colu
- ) in organ vere this app will be used. Leam mare
B Granding & properties g PP

D Authentication
Configured permissions

Cenificates & secrets

Applic APls when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissions should include
il Token configuration all the eds. Leam more about permissions and consent
& APl permissions

+ nidaprmisir ]

AP1/ Permissions name Type Description Admin consent requ... Status

Delegated  Have full access to user calendars No @ Granted for crmaddonc,, +#+
Delegated  Send mail Mo @ Granted for crmaddonc, ¢+
Delegated  Read and create user's online meetings No @ Granted for crmaddonc,, +#+
Suppart + Troubleshoating Delegated  Sign in and read user profile N @ Granted for cmaddonc, +++

22. Copy value of the Application (client) ID to a specific Act! plugin for
initializing it.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

i Our-App-calling-MsGraph =

3 |,O Search (Ctrl+/) ‘ « @] Delete @ Endpoints Preview features

3[ B overview ]

#~ Essentials

& ickstart
Quicksta Copy to clipboard

) Display name : Our-App-calling-MsGraph
# Integration assistant
Application (client) ID : b77f53ef-fdcc-4a8c-94dc-e66d9963401a E
Manage Object ID : 122aded6-aff4-4af8-a614-6c92045bea27
B8 Branding & properties Directory (tenant) ID : 7738a55f-5966-49f8-85f3-819a14f556d 1

i —3 Authentication Supported account types : My organization only.

23. To be continued...
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